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Abstract
Lattice-based cryptography is not only for thwarting future quantum computers, and is also
the basis of Fully Homomorphic Encryption. Motivated from the advantage of graph homomor-
phisms we combine graph homomorphisms with graph total colorings together for designing new
types of graph homomorphisms: totally-colored graph homomorphisms, graphic-lattice homo-
morphisms from sets to sets, every-zero graphic group homomorphisms from sets to sets. Our
graph-homomorphism lattices are made up by graph homomorphisms. These new homomor-
phisms induce some problems of graph theory, for example, Number String Decomposition and
Graph Homomorphism Problem.
Key words: Graph homomorphism; graphic lattice; total coloring; isomorphism; lattice-
based cryptography; topological coding.
1 Introduction and preliminary
A new security method built on an underlying architecture known as lattice-based cryptography
hides data inside complex mathematical problems. Lattice-based cryptography is not only for
thwarting future quantum computers, and is also the basis of another encryption technology, called
Fully Homomorphic Encryption, which could make it possible to perform calculations on a file
without ever seeing sensitive data or exposing it to hackers (Ref. [1, 2, 3]).
1.1 Graph homomorphisms in Homomorphic Encryption
Homomorphisms provide a way of simplifying the structure of objects one wishes to study while
preserving much of it that is of significance. It is not surprising that homomorphisms also appeared
in graph theory, and that they have proven useful in many areas (Ref. [1, 3]). Graph homomor-
phisms have a great deal of applications in graph theory, computer science and other fields. The
connection between locally constrained graph homomorphisms and degree matrices arising from an
equitable partition of a graph have been explored in [8].
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A main computational issue is: for every graph H classifying the decision problem whether an
input graph G has a homomorphism of given type to the fixed graph H as either NP-complete
or polynomially solvable (Ref. [2]). The comprehensive survey by Zhu [9] contains many other
intriguing problems about graph homomorphism.
We, in this article, try to provide some design of graph homomorphisms which are based on
topological structures and graph colorings. Topsnut-gpws (Ref. [16, 17]) will play main roles in our
homomorphisms (six colored graphs (a)-(f) shown in Fig.2 are the Topsnut-gpws), because Topsnut-
gpws are made up of two kinds of mathematical objects: topological structure and algebraic relation,
such that attacker switch back and forth in two different languages, and are unable to convey useful
information.
1.2 Definition for graph homomorphisms
We will use the standard notation and terminology of graph theory in this paper. Graphs will
be simple, loopless and finite. A (p, q)-graph is a graph having p vertices and q edges. The
cardinality of a set X is denoted as |X|, so the degree of a vertex x in a (p, q)-graph G is written
as degG(x) = |N(x)|, where N(x) is the set of neighbors of the vertex x. A vertex y is called a
leaf if degG(y) = 1. A symbol [a, b] stands for an integer set {a, a+ 1, . . . , b} with two integers a, b
subject to a < b. All non-negative integers are collected in the set Z0. A graph G admits a labelling
f : V (G)→ [a, b] means that f(x) 6= f(y) for any pair of distinct vertices x, y ∈ V (G) and, admits
a coloring g : V (G) → [a, b] means that g(u) = g(v) for some two distinct vertices u, v ∈ V (G).
For a mapping f : S ⊂ V (G) ∪ E(G) → [1,M ], write color set by f(S) = {f(w) : w ∈ S}. The
definition of a graph homomorphism is shown as follows:
Definition 1. [6] A graph homomorphism G → H from a graph G into another graph H is a
mapping f : V (G) → V (H) such that f(u)f(v) ∈ E(H) for each edge uv ∈ E(G). (see examples
shown in Fig.1.) 
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Figure 1: Two graph homomorphisms Gi → H based on θi : Gi → H for i = 1, 2.
Remark 1. By [2], we have the following concepts:
(a) A homomorphism from a graph G to itself is called an endomorphism. An isomorphism
from G to H is a particularly graph homomorphism from G to H, also, they are homomorphically
equivalent.
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(b) Two graphs are homomorphically equivalent if each admits a homomorphism to the other,
denoted as G↔ H which contains a homomorphism G→ H from G to H, and another homomor-
phism H → G from H to G.
(c) A homomorphism to the complete graph Kn is exactly an n-coloring, so a homomorphism
of G to H is also called an H-coloring of G. The homomorphism problem for a fixed graph H,
also called the H-coloring problem, asks whether or not an input graph G admits a homomorphism
to H.
(d) By analogy with classical colorings, we associate with each H-coloring f of G a partition
of V (G) into the sets Sh = f
−1(h), h ∈ V (H). It is clear that a mapping f : V (G) → V (H)
is a homomorphism of G to H if and only if the associated partition satisfies the following two
constraints:
(a-1) if hh is not a loop in H, then the set Sh is independent in G; and
(a-2) if hh′ is not an edge (arc) of H, then there are no edges (arcs) from the set Sh to the set
Sh′ in G.
Thus for a graph G to admit an H-coloring is equivalent to admitting a partition satisfying (a-1)
and (a-2).
(e) If H,H ′ are homomorphically equivalent, then a graph G is H-colorable if and only if it is
H ′-colorable.
(f) Suppose that H is a subgraph of G. We say that G retracts to H, if there exists a
homomorphism f : G→ H, called a retraction, such that f(u) = u for any vertex of H. A core is
a graph which does not retract to a proper subgraph. Any graph is homomorphically equivalent to
a core. 
2 Results on graph homomorphisms
2.1 Graph homomorphisms of uncolored graphs
By Definition 1, we have a result as follows:
Proposition 1. Suppose that ϕ : G → H is a graph homomorphism. Then ϕ is an isomorphism
if and only if ϕ is bijective and also a homomorphism. In particular, if G = H then ϕ is an
automorphism if and only if it is bijective.
Definition 2. [1] A graph homomorphism ϕ : G → H is called faithful if ϕ(G) is an induced
subgraph of H, and called full if uv ∈ E(G) if and only if ϕ(u)ϕ(v) ∈ E(H).
A graph homomorphism ϕ : G → H is faithful when there is an edge between any two pre-
images (inverse image) ϕ−1(x) and ϕ−1(y) such that xy is an edge of H, ϕ−1(x) ∪ ϕ−1(y) induces
a complete bipartite graph whenever xy ∈ E(H). Moreover, ϕ−1(u)ϕ−1(v) is an edge in G if and
only if uv is an edge in H, thus
Theorem 2. [1] A faithful bijective graph homomorphism is an isomorphism, that is G ∼= H.
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Theorem 3. There are infinite graphs G∗n forming a sequence {G∗n}, such that G∗n → G∗n−1 is
really a graph homomorphism for n ≥ 1.
Proof. First, we present an algorithm as follows: G0 is a triangle ∆x1x2x3, we use a coloring h to
color the vertices of G0 as h(xi) = 0 with i ∈ [1, 3].
Step 1: Add a new y vertex for each edge xixj of the triangle ∆x1x2x3 with i 6= j, and join y
with two vertices xi and xj of the edge xixj by two new edges yxi and yxj , the resulting graph is
denoted by G1, and color y with h(y) = 1.
Step 2: Add a new w vertex for each edge uv of G1 if h(u) = 1 and h(v) = 0 (or h(v) = 1 and
h(u) = 0), and join y respectively with two vertices u and v by two new edges wu and wv, the
resulting graph is denoted by G2, and color w with h(w) = 2.
Step n: Add a new γ vertex for each edge αβ of Gn−1 if h(α) = n − 1 and h(β) = n − 2 (or
h(α) = n − 2 and h(β) = n − 1), and join γ respectively with two vertices α and β by two new
edges γα and γβ, the resulting graph is denoted by Gn, and color γ with h(γ) = n.
Second, we construct a graph G∗n = Gn ∪ K1 with n ≥ 0, where K1 is a complete graph
of one vertex z0. For each n ≥ 1, there is a mapping θn : V (G∗n) → V (G∗n−1) in this way:
V (G∗n \ V n(2)) = V (G∗n−1 \ V (K1)), each x ∈ V n(2) holds θn(x) = z0, where V n(2) is the set of vertices
of degree two in G∗n. So G∗n → G∗n−1 is really a graph homomorphism. We write this case by
{G∗n} → G∗0, called as a graph homomorphism sequence.
The notation {G∗n} → G∗0 can be written as
lim
∞→0
{G∗}∞0 = G∗0 (1)
called an inverse limitation. There are many graph homomorphism sequence {G∗n} holding G∗n →
G∗n−1, i.e., {G∗n} → G∗0 in network science. For example, we can substitute the triangle G0 in the
proof of Theorem 3 by any connected graph.
2.2 Totally-colored graph homomorphisms
We propose a new type of graph homomorphisms by combining graph homomorphisms and graph
total colorings together as follows:
Definition 3. Let G → H be a graph homomorphism from a (p, q)-graph G to another (p′, q′)-
graph H based on a mapping α : V (G) → V (H) such that α(u)α(v) ∈ E(H) for each edge
uv ∈ E(G). The graph G admits a total coloring f , the graph H admits a total coloring g. Write
f(E(G)) = {f(uv) : uv ∈ E(G)} and g(E(H)) = {g(α(u)α(v)) : α(u)α(v) ∈ E(H)}, there are the
following conditions:
(C-1) V (G) = X ∪ Y , each edge uv ∈ E(G) holds u ∈ X and v ∈ Y true. V (H) = W ∪ Z,
each edge α(u)α(v) ∈ E(G) holds α(u) ∈W and α(v) ∈ Z true.
(C-2) f(uv) = |f(u) − f(v)| for each uv ∈ E(G), g(α(u)α(v)) = |g(α(u)) − g(α(v))| for each
α(u)α(v) ∈ E(H).
(C-3) f(uv) = g(α(u)α(v)) for each uv ∈ E(G).
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(C-4) f(x) ∈ [1, q + 1] for x ∈ V (G), g(y) ∈ [1, q′ + 1] with y ∈ V (H).
(C-5) f(x) ∈ [1, 2q + 2] for x ∈ V (G), g(y) ∈ [1, 2q′ + 2] with y ∈ V (H).
(C-6) [1, q] = f(E(G)) = g(E(H)) = [1, q′].
(C-7) [1, 2q − 1] = f(E(G)) = g(E(H)) = [1, 2q′ − 1].
(C-8) Set-ordered property: max f(X) < min f(Y ) and max g(W ) < min g(Z).
We say G→ H to be: (i) a bipartitely graph homomorphism if (C-1) holds true; (ii) a gracefully
graph homomorphism if (C-2), (C-3), (C-4) and (C-6) hold true; (ii) a set-ordered gracefully graph
homomorphism if (C-2), (C-3), (C-4), (C-6) and (C-8) hold true; (iv) an odd-gracefully graph
homomorphism if (C-2), (C-3), (C-5) and (C-7) hold true; (v) a set-ordered odd-gracefully graph
homomorphism if (C-2), (C-3), (C-5), (C-7) and (C-8) hold true. 
There are five graph homomorphisms G(k) → G(a) for k =b,c,d,e,f in Fig.2, each G(k) → G(a)
is a set-ordered gracefully graph homomorphism. However, any two of six uncolored graphs G(m)
with m =aa,bb,cc,dd,ee,ff are not isomorphic from each other.
Figure 2: Five set-ordered gracefully graph homomorphisms G(k) → G(a) for k =b,c,d,e,f; and six uncolored
graphs G(m) with m =aa,bb,cc,dd,ee,ff.
Remark 2. There are the following issues about Definition 3:
(i) A gracefully graph homomorphism G → H holds |f(E(G))| = |g(E(H))| with q = q′ and
|f(V (G))| ≥ |g(V (H))|, in general. The graph G admits a set-ordered graceful total coloring f
and the graph H admits a set-ordered gracefully total coloring g by the definitions of topological
coding. We call the totally-colored graph homomorphisms defined in Definition 3 as W -type totally-
colored graph homomorphisms, where a “W -type totally-colored graph homomorphism” is one of
the totally-colored graph homomorphisms; and we say that the graph G admits a W -type totally-
colored graph homomorphism to H in a W -type totally-colored graph homomorphism G→ H.
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(ii) If T → H is a W -type totally-colored graph homomorphism, and so is H → T , we say
T and H are homomorphically equivalent from each other, denoted as T ↔ H. If two graphs G
admitting a coloring f and H admitting a coloring g hold f(x) = g(ϕ(x)) and G ∼= H, we write
this case by G = H in the following discussion. 
We can see three gracefully graph homomorphisms ϕi : V (Hi)→ V (Hii) for i = 1, 2, 3 in Fig.3.
However, Hi 6= Hj since their colorings gi(x) 6= gj(x) with 1 ≤ i, j ≤ 3, although Hi ∼= Hj ; and
moreover Hii 6= Hjj because of their colorings hii(x) 6= hjj(x) with 1 ≤ i, j ≤ 3. By the way, we
have three graph homomorphisms θi : V (Hii)→ V (H) for i = 1, 2, 3. Observe the inverse θ−11 of the
graph homomorphism θ1, the vertex x11 ∈ V (H11) produces a set θ−11 (x11) = {x1, x2} ⊂ V (H1),
and the vertex y11 ∈ V (H11) produces a set θ−11 (y11) = {y1, y2} ⊂ V (H1). Thereby, the graph
homomorphism θ1 is not full (bijective), so are two graph homomorphisms θ2, θ3.
Figure 3: For i 6= j, Hi 6= Hj although Hi ∼= Hj , and Hii 6= Hjj although Hii ∼= Hjj .
In Fig.4, we can see Gi ∼= Gj for i 6= j, however, Gi 6= Gj since their colorings fi(x) 6= fj(x)
with 1 ≤ i, j ≤ 4, although Gi ∼= Gj . Suppose that there is a graph G∗1 such that we have a
set-ordered gracefully graph homomorphism pi : V (G1) → V (G∗1), then G1 admits a set-ordered
graceful total coloring f1 and G
∗
1 admits a set-ordered gracefully total coloring g1. So, the vertex
color sets f1(V (G1)) = [1, 7] = g1(V (G
∗
1)), and the edge color sets f1(E(G1)) = [1, 6] = g1(E(G
∗
1)).
The inverse pi−1(x) for x ∈ V (G∗1) corresponds a vertex x′ ∈ V (G1) but a subset of V (G1), which
means pi−1(x)pi−1(y) is an edge of G1 if and only if xy is an edge of G∗1, immediately, G1 ∼= G∗1,
and pi is bijective. Since |f1(u)− f1(v)| = |g1(pi(u))− g1(pi(v))| by Definition 3, and uv ↔ pi(u)pi(v)
is unique, we claim that G1 = G
∗
1.
Theorem 4. If a (set-ordered) gracefully graph homomorphism ϕ : G → H defined in Definition
3 holds f(V (G)) = g(V (H)) and f(E(G)) = g(E(H)), then G = H.
By Definition 2 and Theorem 2, we have
Theorem 5. If a (set-ordered) gracefully graph homomorphism ϕ : G → H is faithful bijective,
then G = H.
6
Figure 4: G1 and G2 are a pair of mutually dual set-ordered graceful colorings, so are G3 and G4.
A connected graph G admits a set-ordered gracefully total coloring f , so V (G) = X ∪ Y and
each edge uv ∈ E(G) holds u ∈ X and v ∈ Y true. Since the property of a set-ordered gracefully
total coloring f is max f(X) < min f(Y ), without loss of generality, we can have 1 = f(u1) ≤
f(u2) ≤ · · · ≤ f(ua) < f(v1) ≤ f(v2) ≤ · · · ≤ f(vb) = q + 1, f(uivj) = f(vj) − f(ui), where
X = {u1, u2, . . . , ua} and Y = {v1, v2, . . . , vb}, a + b = |V (G)| and q = |E(G)|. We come to set
another total coloring g of G in the way: g(ui) = 2f(ui) for ui ∈ X and g(vj) = 2f(vj) − 1
for vj ∈ Y , as well as g(uivj) = g(vj) − g(ui). Clearly, g(E(G)) = {1, 3, 5, . . . , 2q + 1} from
f(E(G)) = [1, q], which means that g is really a set-ordered odd-gracefully total coloring of G.
We say: A connected graph admits a set-ordered gracefully total coloring if and only if it admits a
set-ordered odd-gracefully total coloring. We can obtain the results based on odd-gracefully graph
homomorphisms, like that in Theorem 4 and Theorem 5.
3 Graph homomorphisms with lattices, every-zero graphic groups
The authors in [18] and [15] introduce graphic lattices, and give connections between traditional
lattices and graphic lattices. In this subsection, we will introduce: (i) graph-homomorphism lattices
based on graph homomorphisms; (ii) every-zero graphic group homomorphisms; and (iii) graphic-
lattice homomorphisms from sets to sets.
3.1 Graph homomorphism lattices
Graph homomorphism lattices are like graphic lattices. Let Hom(H,W ) be the set of all W -
type totally-colored graph homomorphisms G → H. For a fixed Wk-type graph homomorphism,
suppose that there are mutually different total colorings gk,1, gk,2, . . . , gk,mk of the graph H to
form Wk-type graph homomorphisms G → Hk,i with i ∈ [1,mk], where Hk,i is a copy of H and
colored by a total coloring gk,i. Thereby, we have the sets Hom(Hk,i,Wk) with i ∈ [1,mk], and
Hom(Hk,Wk) =
⋃mk
i=1 Hom(Hk,i,Wk). We get a Wk-type totally-colored graph homomorphism lattice
as follows
L(Wk,H
k
om) =
{
mk⋃
i=1
ai(G→ Hk,i) : ak ∈ {0, 1};
Hk,i ∈ Hom(Hk,Wk)
} (2)
with
∑mk
i=1 ai = 1 and the base H
k
om = (Hk,i)
mk
i=1.
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For example, as a Wk-type totally-colored graph homomorphism is a set-ordered gracefully
graph homomorphism, G admits a set-ordered graceful total coloring f and H admits a set-ordered
gracefully total coloring gk in a set-ordered gracefully graph homomorphism G→ Hk. Thereby, a
Wk-type totally-colored graph homomorphism lattice may be feasible and effective in application.
In real computation, finding all of mutually different set-ordered gracefully total colorings of the
graph H is a difficult math problem, since there is no polynomial algorithm for this problem.
Notice that Hom(H,W ) =
⋃M
k=1
⋃mk
i=1 Hom(Hk,i,Wk), where M is the number of all W -type
totally-colored graph homomorphisms, immediately, we get a W -type totally-colored graph homo-
morphism lattice
L(W,Hom) =
M⋃
k=1
L(Wk,H
k
om) (3)
with the base Hom = ((Hk,i)
mk
i=1)
M
k=1.
3.2 Every-zero graphic group homomorphisms
Every-zero graphic groups have been introduced and discussed in [19, 13, 14]. Let Ff (G) = {Gi :
i ∈ [1,m]} be a set of graphs, where Gi ∼= G with G1 = G, and G admits a W -type total coloring
f , each Gi admits a W -type total coloring fi induced by f holding fi(xy) (modM) = f(xy) for
xy ∈ E(G), where M is a constant. We select any Gk as the zero for the operation “Gi ⊕Gj” on
the graph set Ff (G), and define
fi(x) + fj(x)− fk(x) = fλ(x) (4)
with λ = i+ j − k (modM) for each vertex x ∈ V (G), and fλ(xy) (modM) = f(xy) for each edge
xy ∈ E(G). By the operation “Gi ⊕ Gj” defined in (4), it is not hard to verify Gi ⊕ Gk = Gi,
Gi ⊕ Gj = Gj ⊕ Gi, (Gi ⊕ Gj) ⊕ Gs = Gi ⊕ (Gj ⊕ Gs). So, we get an every-zero graphic group
{Ff (G);⊕} introduced in [13].
Let {Fh(H);⊕} be another every-zero graphic group under the operation “Hi ⊕Hj” defined in
(5), where the graph set Fh(H) = {Hi : i ∈ [1,m]}, Hi ∼= H with H1 = H, and H admits a W -type
total coloring h, each Hi admits a W -type total coloring hi induced by h holding hi(xy) (modM) =
h(xy) for xy ∈ E(G), where M is a constant. For the zero selected arbitrarily from the graph set
Fh(H), we have the operation “Hi ⊕Hj” defined as follows
hi(w) + hj(w)− hk(x) = hµ(w) (5)
with µ = i+ j−k (modM) for each vertex w ∈ V (H), and hµ(wz) (modM) = h(wz) for each edge
wz ∈ E(H).
Suppose that there are graph homomorphisms Gi → Hi defined by θi : V (Gi)→ V (Hi) with i ∈
[1,m]. We define θ =
⋃m
i=1 θi, and have an every-zero graphic group homomorphism {Ff (G);⊕} →
{Fh(H);⊕} from a set Ff (G) to another set Fh(H).
Two sets Ff (G) = {Gi : i ∈ [1, 7]} and Fh(H) = {Hi : i ∈ [1, 7]} shown in Fig.5 distribute
us seven graph homomorphisms θj : V (Gj) → V (Hj) with j ∈ [1, 7]. It is not hard to verify two
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every-zero graphic groups Ff (G) = {Gi : i ∈ [1, 7]} and Fh(H) = {Hi : i ∈ [1, 7]} by the formulae
(4) and (5).
Figure 5: Two every-zero graphic groups {Ff (G);⊕} and {Fh(H);⊕}.
3.3 Graphic lattice homomorphisms
Let G = (Gk)
m
k=1 and H = (Hk)
m
k=1 be two bases, and let θk : V (Gk) → V (Hk) be a Wk-type
totally-colored graph homomorphism with k ∈ [1,m], and let (•) be a graph operation on graphs.
Suppose that F and J are two sets of graphs, such that each graph G ∈ F corresponds a graph
H ∈ J , and there is a Wk-type totally-colored graph homomorphism θG,H : V (G) → V (H). We
have the following graphic lattices:
L(F(•)G) = {(•)mi=1aiGi : ai ∈ Z0;Gi ∈ G}
L(J(•)H) = {(•)mj=1bjHj : bj ∈ Z0;Hj ∈ H} (6)
with
∑m
i=1 ai ≥ 1 and
∑m
j=1 bj ≥ 1. Let pi = (
⋃m
k=1 θk) ∪ (
⋃
G∈F,H∈J θG,H). We have a W -type
graphic lattice homomorphism
pi : L(F(•)G)→ L(J(•)H). (7)
In particular cases, we have: (1) The operation (•) = 	 is an operation by joining some vertices
xk,i of Gi with some vertices yk,j of Gj together by new edges xk,iyk,j with k ∈ [1, ak] and ak ≥ 1,
the resultant graph is denoted as Gi 	Gj , called edge-joined graph. (2) The operation (•) =  is
9
an operation by coinciding a vertex uk,i of Gi with some vertex vk,j of Gj into one vertex uk,ivk,j
for k ∈ [1, bk] with integer bk ≥ 1, the resultant graph is denoted as Gi Gj .
Thereby, we get an edge-joined graph Hi 	 Hj since θk(xk,i) ∈ V (Hi) and θk(yk,j) ∈ V (Hj),
θk(xk,iyk,j) ∈ E(Hi 	Hj) and a Wk-type totally-colored graph homomorphism θk : V (Gi 	Gj)→
V (Hi	Hj). Similarly, we have another Wk-type totally-colored graph homomorphism φk : V (Gi
Gj)→ V (Hi Hj). In totally, we have two Wk-type totally-colored graph homomorphisms
θ : 	mi=1V (Gi)→ 	mi=1V (Hi)
φ : mi=1V (Gi)→ mi=1V (Hi).
(8)
We have two graphic lattices based on the operation “	”:
L(	G) = {	mk=1akGk : ak ∈ Z0;Gk ∈ G}
L(	H) = {	mk=1bkHk : bk ∈ Z0;Hk ∈ H} (9)
with
∑m
k=1 ak ≥ 1 and
∑m
k=1 bk ≥ 1.
The above works enable us to get a homomorphism θ : L(	G) → L(	H), called W -type
graphic lattice homomorphism. Similarly, we have another W -type graphic lattice homomorphism
pi′ : L(G)→ L(H) by the following two graphic lattices based on the operation “”
L(G) = {mk=1ckGk : ck ∈ Z0;Gk ∈ G} (10)
with
∑m
k=1 ck ≥ 1, and
L(H) = {mk=1dkHk : dk ∈ Z0;Hk ∈ H} (11)
with
∑m
k=1 dk ≥ 1. Notice that there are mixed operations of the operation “	” and the op-
eration “”, so we have more complex W -type graphic lattice homomorphisms. If two bases
Ggroup = {Ff (G);⊕} and Hgroup = {Fh(H); ⊕} are two every-zero graphic groups, so we have an
every-zero graphic group homomorphism ϕ : Ggroup → Hgroup and two every-zero graphic group
homomorphisms:
L(	Ggroup)→ L(	Hgroup),L(Ggroup)→ L(Hgroup).
3.4 Authentications based on various graph homomorphisms
In Fig.2, if we select a Topsnut-gpw (a) as a public key G(a) in Fig.2, then we have at least five
Topsnut-gpws G(k) with k =b,c,d,e,f, as private keys, to form five set-ordered gracefully graph
homomorphisms G(k) → G(a). In the topological structure of view, G(ii) 6∼= G(jj) for i, j =b,c,d,e,f
and i 6= j. We, by these six Topsnut-gpws, have a Topcode-matrix (Ref. [10, 11, 13])
Tcode =
 6 5 6 6 6 1 1 1 1 11 2 3 4 5 6 7 8 9 10
7 7 9 10 11 7 8 9 10 11
 (12)
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So, each of these six Topsnut-gpws corresponds the Topcode-matrix Tcode. Moreover, the Topcode-
matrix Tcode can distribute us 30! number strings Sk with k ∈ [1, 30!] like the following number
string
S1 = 617725639104665117611678711891089111011
with 39 bytes. For the reason of authentications, we have to solve a problem, called Number String
Decomposition and Graph Homomorphism Problem (NSD-GHP), as follows:
NSD-GHP:
Given a number string S1 = c1c2 · · · cm with ci ∈ [0, 9], decompose it into 30 segments c1c2 · · · cm =
a1a2 · · · a30 with aj = cnjcnj+1 · · · cnj+1 with j ∈ [1, 29], n1 = 1 and n30 = m. And use ak with
k ∈ [1, 30] to reform the Topcode-matrix Tcode in (12), and moreover reconstruct all Topsnut-gpws
(like six Topsnut-gpws corresponds shown in Fig.2). By the found Topsnut-gpws corresponding the
common Topcode-matrix Tcode, find the public Topsnut-gpws Hi and the private Topsnut-gpws Gi
as we desired, such that each mapping ϕi : V (Gi)→ V (Hi) forms a graph homomorphism Gi → Hi
with i ∈ [1, a].
The complexity of NSD-GHP:
Comp-1. Since number strings are not integers, the well-known integer decomposition tech-
niques can not be used to solve the number string decomposition problem.
Comp-2. No polynomial algorithm for cutting a number string S = c1c2 · · · cm with ci ∈ [0, 9]
and S is not encrypted into a1a2 · · · a3q, such that all ai to be correctly the elements of some matrix.
As known, there are several kinds of matrices related with graphs, for example, graph adjacency
matrix, Topsnut-matrix, Topcode-matrix and Hanzi-matrix, and so on.
Comp-3. If the matrix in problem has been found, it is difficult to guess the desired graphs,
since it will meet NP-hard problems, such as, Graph Isomorphic Problem, and Hanzi-graph De-
composition Problem (Ref. [14]).
Comp-4. If the desired graphs have been determined, we will face a large number of graph
colorings and graph labellings for coloring exactly the desired graphs, as well as unknown problems
of graph theory, such as, Graph Total Coloring Problem, Graceful Tree Conjecture.
4 Conclusion
We have defined several kinds of W -type totally-colored graph homomorphisms by combining graph
homomorphisms and particular graph total colorings together. As known the number of particular
graph total colorings is not fixed everyday, so the W -type totally-colored graph homomorphism is
not fixed. We have constructed two kinds of W -type graphic lattice homomorphisms by graphic
lattices based on two operations “	” and “”, and every-zero graphic group homomorphisms from
sets to sets.
Naturally, new kinds of graph homomorphisms contain new mathematical questions, such as,
NSD-GHP. Our graph homomorphisms can be defined by other graph colorings/labellings not
mentioned here, and our works here are just beginning of studying graph homomorphisms. It is
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interesting to research deeply various graph homomorphisms for network security in the ear of
quantum computers.
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